
Social Media in
Your Business



Social Media is Borderless
•   Social media ignores personal, department and geographical 

boundaries and creates an overlay of opportunity to unite, 
communicate and build your organization.  

•   Social media also creates novel, inter-dependent legal 
risks within the organization, risks that are exacerbated 
by the exponential reach of the online community.  

•   Multi-national companies face the borderless opportunities 
and risks of business social media every day, both internal 
and external to their organizations.

Baker & McKenzie is Global
•   We have the cross-discipline, global expertise to assist with 

your social media legal issues.  

•   Social media cannot be compartmentalized.  Nor can your 
legal advice on social media.

Cross-Section of Social Media 
Legal Issues in Your Business

Navigating the opportunities and legal risks of social media in your 
business:  Social media impacts all corners of your organization, 
from employees tweeting out marketing plans, to online defamation 
and reputational management, to protecting intellectual property, 
to ensuring regulatory compliance for industry specific communication, 
to complying with advertising and marketing, unsolicited communications 
and privacy laws and guidelines.

Social Media 360

1. Cross-Jurisdictional Issues

•   Whose rules apply to the 
borderless internet?

•   How to address and enforce 
your multi-national social media 
legal rights

2. Workplace

•   Employee freedom of speech vs 
an Employer’s right to manage 
the business

•   Employment Agreements and 
Policies: ensuring workplace 
expectations around social media 
are outlined, legally binding and 
properly enforced

•   Recruitment: what online content 
can I use for hiring decisions?

•   Discipline: when can you 
discipline or dismiss an employee 
for social media content?

•   Computer use: when social media 
activity exceeds management and 
policy expectations

•   Human Rights: online 
harassment and discrimination 
in and outside the workplace; 
ensuring your social media 
content is accessible to people 
with a disability



•   Millennials, Gen-Y’ers and 
Nexters: how to manage the 
blurring of public vs private of the 
next generation in the workplace 

•   Director and Officer liability: who 
represents the company?

•   Ownership of employee social 
media content – who owns 
the followers, friends and 
connections made in the course 
of employment?

•   Social media on personal and 
employer-issued mobile devices 

•   Workplace Information 
Audits – ensuring compliance 
with workplace privacy, social 
media, computer use and 
employment laws 

3. Business and Trade Secrets

•   Identifying and protecting 
intellectual property and 
confidential information 
leaked through social media

•   How followers, friends and 
connections may inadvertently 
disclose confidential business 
information and customer lists?

•   The importance of including 
non-disclosure, non-solicitation 
and non-compete provisions 
in business and employment 
contracts

•   Managing risk to avoid 
infringement of third party 
intellectual property rights

4. Privacy Law

•   Public vs private:  dealing with 
the new paradigm of blurred 
business & personal relationships

•   When does social media content 
trigger privacy law in your own 
or in other jurisdictions? 

•   What privacy issues arise from 
internal social media networks 
within organizations?

•   Keeping up with legal 
developments:  new Ontario tort 
of intrusion on seclusion 

5.  Online Defamation & Reputational 
Management

•   When does social media content 
amount to defamation?

•   Dealing quickly with online 
negative content and campaigns: 
legal rights versus business and 
marketing/business decisions

•   Who is the organization’s voice?  
What to do when an employee or 
third party purports to speak on 
behalf of the business

•   How to manage legal risks from 
republishing user-generated or 
third party content?

6. Corporate Social Responsibility 

•   Meeting your stakeholders’ 
expectations through 
social media

•   Balancing the legal and 
business risks of your corporate 
mandate and public image 
through social media

7. Regulatory Compliance

•   Overstating Your Success: 
when enthusiastic social 
media comments violate false 
or misleading advertising laws 
or negligently misrepresent your 
organization

•   Undisclosed affiliations and other 
dangers arising from testimonials 
and endorsements over social media

•   Complying with the Regulators 
in your Industry:  professional 
advice and information provided 
through social media; issues 
triggered by the promotion of 
regulated products and services 
using social media

•   Anti-Spam legislation: when do 
social media communications 
become unsolicited spam? what 
disclosures, consents and other 
formalities are required? in how 
many jurisdictions?

•   Advertising law breaches 
through social media, including 
inadvertently communicating to 
children, advertising standards 
infractions, unsubstantiated claims, 
and comparative advertising 

•   Risks and compliance issues with 
promoting and/or administering 
contests, sweepstakes and other 
promotions over social media

•   Developing monitoring, approval 
and take-down procedures for 
interactive social media forums

8. Litigation

•   Can your organization rely on 
the private and confidential 
social media content in a legal 
proceeding?

•   Gathering, preserving and using 
social media information as 
evidence in legal proceedings

9. Social Media Providers

•   When can social media service 
providers dictate my business 
activity on their platforms?

10. Third Party Communications 
and Contracts

•   Vendors: ensuring contractual 
relationships that cover 
non-disclosure of business 
information through social media

•   Dealing with third parties 
communications:  what can your 
vendors, subcontractors and third 
party providers say about you on 
their social media platforms?

•   Developing, drafting and 
enforcing commercial contracts 
that keep up with the fast pace 
of technology, data management 
and social media
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Baker & McKenzie has been global since 
inception. Being global is part of our DNA.
 
Our difference is the way we think, work and behave – we combine an instinctively 
global perspective with a genuinely multicultural approach, enabled by collaborative 
relationships and yielding practical, innovative advice. Serving our clients with 
more than 3,800 lawyers in 42 countries, we have a deep understanding of the 
culture of business the world over and are able to bring the talent and experience 
needed to navigate complexity across practices and borders with ease.
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